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I suggest two topic areas related to human dimension of
information security. It is possible to have several papers within
both areas. These topic areas suit to all kinds of students.
However, dealing with human behavior is never an easy task:) 

Topic areas: 

Topic area (1): Information security issues related to user
behavior in pervasive computing environment 

Topic area (2): Increasing pervasive system users' information
security awareness 

Background 

Organizations will increasingly use pervasive systems for business
purposes. It is obvious that the expected wide use of pervasive
computing devices will attract criminals and information systems
abusers. Consequently, not only the users' privacy and personal
information, but also valuable business related information will
be threatened. Many of the threats can be managed with the help of
technology and procedural countermeasures. However, concentrating
on technical and procedural aspects of information security alone
is inadequate as users may not follow the existing technical and
procedural information security measures. Effective information
security requires that users are aware of and follow their
security mission as described in their organizations' information
security policies and instructions. Given this problem, it is
important to explore user related information security issues in
pervasive computing (Topic area 1) as well as means to solve these
issues by increasing users' information security awareness (Topic
area 2). In this case, awareness should be regarded as users'
understanding of information security and, optimally, committing
to it. As such, improved awareness should appear as users'
behavioral changes towards compliance with information security
policies and instructions. 
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