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BackgroundBackground

Organizations will increasingly use pervasive systems Organizations will increasingly use pervasive systems 

for business purposesfor business purposes

The wide use of pervasive computing devices will The wide use of pervasive computing devices will 

attract criminals and information systems abusersattract criminals and information systems abusers

Concentrating on technical and procedural aspects of Concentrating on technical and procedural aspects of 

information security alone is inadequateinformation security alone is inadequate

Effective information security requires that users are Effective information security requires that users are 

aware of and follow their security missionaware of and follow their security mission

If users do not follow security measures the usefulness of If users do not follow security measures the usefulness of 

these measures is lost.these measures is lost.
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Topic areasTopic areas

Topic area (1): Information security issues related to Topic area (1): Information security issues related to 

user behavior in pervasive computing environmentuser behavior in pervasive computing environment

Topic area (2): Increasing pervasive system users' Topic area (2): Increasing pervasive system users' 

information security awarenessinformation security awareness



4© 2006 KPMG Oy Ab, the Finnish member firm of KPMG International, a Swiss cooperative. All rights reserved.

ReferencesReferences

Topic area (1): Topic area (1): 
Zeckhauser RJ & Viscusi WK (1990) Risk Within Reason. Science 24Zeckhauser RJ & Viscusi WK (1990) Risk Within Reason. Science 248: 5598: 559--563.563.

Fischhoff B, Slovic P & Lichtenstein S (1979) Weighing the risksFischhoff B, Slovic P & Lichtenstein S (1979) Weighing the risks: : WhichrisksWhichrisks are acceptable?. are acceptable?. 
Environment 21: 17Environment 21: 17--20, 3220, 32--38.38.

Fischhoff B, Slovic P, Lichtenstein S, Read S & Combs B (1978) HFischhoff B, Slovic P, Lichtenstein S, Read S & Combs B (1978) How safe is safe enough: A ow safe is safe enough: A 
psychometric study of attitudes toward technological risks and bpsychometric study of attitudes toward technological risks and benefits. Policy Sciences 9: 127enefits. Policy Sciences 9: 127--
152.152.

Ajzen I (1991) The Theory of Planned Behavior. Organizational BeAjzen I (1991) The Theory of Planned Behavior. Organizational Behavior and Human decision havior and Human decision 
Processes 50(2): 179Processes 50(2): 179--211.211.

Schlienger T & Teufel S (2002) IS security Culture: The SocioSchlienger T & Teufel S (2002) IS security Culture: The Socio--Cultural Dimension in IS security Cultural Dimension in IS security 
Management. Proceedings of IFIP TC 11.Management. Proceedings of IFIP TC 11.

Sasse A, Brostoff S & Weirich D (2001) Transforming the 'weakestSasse A, Brostoff S & Weirich D (2001) Transforming the 'weakest link' a human / computer link' a human / computer 
interaction approach to usable and effective security. BT technointeraction approach to usable and effective security. BT technology journal 19(3): 122logy journal 19(3): 122--131.131.



5© 2006 KPMG Oy Ab, the Finnish member firm of KPMG International, a Swiss cooperative. All rights reserved.

ReferencesReferences

Topic area (2): Topic area (2): 
Kabay ME (2002) Using Social Psychology to Implement Security PoKabay ME (2002) Using Social Psychology to Implement Security Policies. In: Bosworth S & licies. In: Bosworth S & 

Kabay ME (Kabay ME (edseds) Computer Security Handbook, 4th edition. John Wiley & Sons, 32) Computer Security Handbook, 4th edition. John Wiley & Sons, 32.1.1--32.16.32.16.

Parker DB (1999) Security motivation, the mother of all controlsParker DB (1999) Security motivation, the mother of all controls, must precede awareness. , must precede awareness. 

Computer Security Journal 15(4): 15Computer Security Journal 15(4): 15--23.23.

Peltier T (2000) How to build a comprehensive security awarenessPeltier T (2000) How to build a comprehensive security awareness program. Computer Security program. Computer Security 

Journal 16(2): 23Journal 16(2): 23--32.32.

Straub DW (1990) Effective IS Security: An Empirical Study. InfoStraub DW (1990) Effective IS Security: An Empirical Study. Information Systems Research rmation Systems Research 

1(3): 2551(3): 255--276.276.

Roper CA, Roper CA, GrauGrau JA & Fischer LF (2006) Security Education, Awareness and TrainiJA & Fischer LF (2006) Security Education, Awareness and Training: From ng: From 

Theory to Practice. Elsevier.Theory to Practice. Elsevier.

HeroldHerold R (2005) Managing an Information Security and Privacy AwarenessR (2005) Managing an Information Security and Privacy Awareness and Training and Training 

Program. Auerbach Publications. Program. Auerbach Publications. 


