
Online Privacy
T-110.5220 Usability and Security



First, the topics situation
Today (8.2.2011) is the deadline to send your topic to me at kristiina.karvonen@hiit.fi

Here’s some Q/A related to the essay and the course:
Q: can I combine given topics into one?
A: yes, this becomes ”your own topic”, e.g. ”privacy and identity”
Q: can I write in Finnish?
A: yes, you can write in English, Finnish, Swedish or German (these are the only 
languages I know – sorry!).
Q: There’s so much work on the course for just 3 cr, can you change that?
A: Sorry to hear but I’m afraid it’s not up to me. I’ll take the message to the department 
but it’s unlikely to change anything.
Q: What’s an open-book exam?
A: it means that rather than having to remember things by heart, you need to apply 
what you’ve learned and analyse what you’ve read. It means you can bring any material 
you like to the exam and also have access to the Internet during the exam.
However, you have to answer the exam yourself, not by being connected to your usable 
security guru friend online or by posting exam questions to online forums during the 
exam! (as if any of you would go as low as this! ☺)
Q: What kind of questions are there in the exam?
A: Old exams can be found in Noppa course pages.

mailto:kristiina.karvonen@hiit.fi


(security + privacy) = trust



http://www.youtube.com/user/saferinternetfi?feature=mhum#p/a/f/0/eWr1iy-1lrM

http://www.youtube.com/user/saferinternetfi?feature=mhum#p/a/f/0/eWr1iy-1lrM


http://www.youtube.com/user/saferinternetfi?feature=mhum

http://www.youtube.com/user/saferinternetfi?feature=mhum


http://www.youtube.com/user/saferinternetfi?feature=mhum

http://www.youtube.com/user/saferinternetfi?feature=mhum


http://www.sulake.com/blog/entries/2011-02-04_Habbometre_Safer_Internet_

http://www.sulake.com/blog/entries/2011-02-04_Habbometre_Safer_Internet_Day.html


http://www.antiphishing.org/reports/apwg_report_q2_2010.pdf

http://www.antiphishing.org/reports/apwg_report_q2_2010.pdf






Links to previous

Wikileaks: http://www.wikileaks.ch/
Wired article: http://www.wired.com/threatlevel/2011/02/wikileaks- 

sweden/
APWG report: 

http://www.antiphishing.org/reports/apwg_report_q2_2010.pdf
Habbo report: http://www.sulake.com/blog/entries/2011-02- 

04_Habbometre_Safer_Internet_Day.html
The security day at youtube: 

http://www.youtube.com/user/saferinternetfi?feature=mhum
http://www.youtube.com/user/saferinternetfi?feature=mhum#p/a/f/0/ 
eWr1iy-1lrM
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What is “privacy”?

a state a place

 
an experience

Different thing for different
Societies

Cultures
Organizations

Groups
Individuals



Thesaurus says..
Privacy is 

“the quality or state of being apart from 
company or observation, that is, seclusion” 
(1a), 

or “freedom from unauthorised intrusion, 
one's right to privacy” (1b). 

In the archaic sense, privacy can also mean 
“a place of seclusion” (2). 

“secrecy” (3a) or “a private matter, secret” (3b).



Definitions for privacy
”The ability of individuals to control the terms 

under which their personal information is 
acquired and used”

”Individuals’ capabilities in a particular social 
situation to control what they consider to be 
personal data”

“The ability and/or right to protect one’s personal 
secrets. It extends to the ability and/or right to 
prevent invasions of one’s personal space”

Daniel Solove: Understanding Privacy, 
Harvard University Press 2008
http://docs.law.gwu.edu/facweb/dsolove/Understanding-Privacy/

http://docs.law.gwu.edu/facweb/dsolove/Understanding-Privacy/


4 key ingredients for privacy
Impenetrability

"being free from unwanted intrusion"
Exclusion

"being alone"
Restriction

"being able to limit access to information 
about oneself"

Control
"having control over information about 

oneself" Daniel Solove: Understanding Privacy, 
Harvard University Press 2008
http://docs.law.gwu.edu/facweb/dsolove/Understanding-Privacy/

http://docs.law.gwu.edu/facweb/dsolove/Understanding-Privacy/


Privacy is..

= protecting information
= controlling access

What information?
Access to what?

Dick Hardt | Founder & CEO, Sxip Identity
http://identity20.com/media/OSCON2005/

http://identity20.com/media/OSCON2005/


Identity

Private information = makes up your identity
What is digital identity?

Threats to privacy include Identity theft

What is considered private may vary



Privacy is also..

• Contextual
– Bound to a specific situation. 

• Nuanced
– Irrational, unconscious, implicit, emotional, 
– hard to put into words

...and usually you don’t even have to.



In real world, users..

• Have very complex and refined 
relationships with eachother, and they can 
handle all of it quite well.

• People have a need to present a ”face” to 
others.
– Telling only partial truth

• Expect things and people behave as 
usual, in the ”normal” way.
– If not, they get quite bothered.



Individual differences: privacy 
level

Varying demands for level of privacy 
and expressions of privacy
Æ different demands for privacy UI

Marginalists

Pragmatists

Fundamentalists
Don’t care

Willing to trade

No 
compromises

Cranor et al: Beyond Concern: Understanding Net Users' Attitudes About Online Privacy
AT&T Labs-Research Technical Report TR 99.4.3 http://arxiv.org/html/cs/9904010/report.htm 14 April 1999

http://arxiv.org/html/cs/9904010/report.htm


Individual differences: types of 
concerns

Different types of concerns
– Unauthorized access to my data
– Reuse of my personal data
– Enclosing my data to third parties
– What kind of data about me is saved?
– Are they building a profile of me?
– Can I correct the errors?
– Can I withdraw any information?
– Other?



Examples of Privacy invasive 
technologies

• Location tracking (cell phones, GPS devices that phone 
home, etc.)

• RFID
• Transit cards
• Computer software that phones home
• Devices that phone home
• Video cameras (hidden cameras, cell phones)
• Personalized ecommerce sites
• Automobile data recorders
• Face recognition
• Other?

Slide by Lorrie Cranor, CMU



What’s privacy invading?

• In groups of 3-4 people
– Discuss your idea of privacy violating 

technologies/services/situations
– Prepare a list of 3 most concerning ones (vote 

to get a joint list)
– Time: 10 minutes



In practice..

How effectively can user protect information 
that is considered private?

Concerns risk, its perception, and its 
management.
What are seen as risks?

How well can users see the consequences of 
their actions?

What makes users feel safe?
There are trade-offs.



The trade-offs

• Awareness vs. Privacy
Awareness = knowing what others are doing

= knowing who is around
Æ the ”others” have to give out private
information about themselves for this

• Primary vs. Secondary goal
”I want that book from Amazon!”
Æ I have to give them my credit card info, along

with a lot of personal information



What about law?



Legal privacy protection 
(“tietosuoja”)

• Basic right that guarantees privacy for an 
individual citizen

• = (personal) information about and 
individual is not available to unauthorised 
subjects

• In the background is an implicit 
assumption of the existence of privacy- 
enhancing technologies



Privacy Protection Act
The personality protection for an 

individual includes privacy as 
– territory
– Intimacy
– self-portrait and identity
– legal capacity
– principles of transparency and secrecy
– publicity of judicial proceedings
– publicity and concealment of public 

documents



How binding is it?

• Legal intervention and regulation is 
desirable for users

• However, legislation that cannot be 
enforced should not exist
Æ gives wrong type of assurance



“The Holy Trinity of the Internet"

1. Nature of the media
2. Geographically dispersed
3. Nature of the contents

• Seen as effectively preventing the ideal 
privacy from happening in the online world



How to get information about online 
privacy?

• Privacy statements and claims













How to get information on and 
manage privacy online?

• Privacy statements and claims
• Tools for privacy







How to get information about 
privacy?

• Privacy statements and claims
– Hard to understand, looooong and full of 

jargon
• Tools for privacy

– E.g. Anonymizer
• The free software only anonymizes web browsing
• ...not usage of email, chat, or other services.



Privacy – demands for design
• Not the users’ primary task

– Make it easy, translucent, no burden
• There are different types of users

– Provice preferences settings & profiles
• Privacy raises the stakes

– Allow no (fatal) mistakes. Trial-and-error method will not 
do

• Systems must respond to the legal and regulatory 
environment
– Provide easy ways to update

• Some visibility is needed
– Give feedback

• Avoid jargon and information overload
– Speak the user’s language BUT there are liability issues, too!



5 Pitfalls in the design of privacy

1. Obscuring potential information flow

2. Obscuring actual information flow

3. Emphasizing configuration over action

4. Lacking coarse-grained control

5. Inhibiting established practice

Show what information may be 
disclosed before it is actually 
disclosed. This way, users have 
grounds for decision-making.

Users must know when and what 
information is being disclosed.

Privacy is not a goal in itself. It should 
not burden the user unnecessarily.

Access to privacy controls from top- 
level in simple steps.

Existing social practices of disclosure 
should be enabled also online.

Lederer et al 2005



The do’s of privacy info

• Give clear and concise information
• ..in user’s language
• ...that is up to date
• ....that has no typos
• .....that is linked to authorities and other 

relevant bodies
• ......and remember, privacy is not an end in 

itself.



Privacy is by nature..

Social 
Subjective
Feeling
Based on information
An attitude
Not a goal in itself

what to tell whom when
what is private to me
not entirely rational or explicit
shared or withheld
trusting or distrusting
…just like security.



Next week

• Pause. 

• Next lecture 1.3.2011 on Usability of 
recommendations and reputation

• Remember to send in your essay topics!
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