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Essay topics
1. ”Definition for Usable security”. Whitten and Tygar aimed at a definition for usable security in their paper Why Johnny 

Can’t Encrypt. Make a literature survey on more recent related work to compare, abandon or extend their original
definition.

2. ”Why is privacy management so hard?” With Facebook and Google Buzz, just to name two examples, we have seen
that maintaining one’s privacy online can indeed be tricky. On basis of recent work in this area, discuss these
challenges and the current aims to tackle them.

3. ”Better privacy management” – on basis of related work and your own analysis, redesign the privacy management for 
an online service you know well. First present the service and issues related to its current privacy management, 
then proceed with the redesign.

4. ”Trust principles today”. In the course, two sets of design principles to create trust online were presented. These
works came out already around 2000. On basis of new work since then, discuss how relevant these works are
today and what kind of new design principles have been proposed since.

5. ”Usable security and social networking”. Users are involved more and more intensely in interactions online through
social networking tools. Discuss the challenges and novel demands to creating usable security due to the 
emergence of social networking tools.

6. ”Usable security – a case study”. Select a service or product that somehow involves security and analyse its usability
against course material and other related work as you see fit. You can also make a case study on a security
product/service.

7. ”Identity online”. Identity theft has become a major problem in the Intenet. Discuss the different issues related and 
present an overview of interesting work in this area.

8. ”Why we fall for Phishing”. Users are susceptible to online scams where they end up losing private information and/or
money. Why do users fall for these scams? Discuss the issue on basis of relevant work in the area.

9. ”New ways to authenticate”. Users tend to do badly when it comes to remembering good passwords. Why? Here you
can either 1) discuss the human side, why users are bad at passwords and cite relevant work in the area or b) 
present work that aims at developing new ways to authenticate users that go beyond traditional passwords (e.g. 
graphical passmeans).

10. ”How to study usable security?”. Present how usable security has been studied since the classics through a 
selection of papers that you consider good (or bad). What is missing? What could be improved?

11. = your own topic



1.2.2011

Essays
• …need not be written in a rigid scientific manner – they can be more

free-form, thus name ”essay”
– You can also express opinions as part of the essay
– You need not back up every claim in the scientific manner as in 

scientific papers
• Can take the form of a literature survey, case study or design 

exercise – or a research paper. It’s up to you!
• The templates are taken from CHI2011 conference work-in-progress

category and may include some directions on the length – ignore
these, the length is 8-10 pages.

• The idea of the template is to have equivalent length for the papers
(and to learn to use such templates). 

• I’ll add some 3-4 references for each lecture topic in Noppa to get
you started. These can be used for getting started with the topics
(but you do not have to use them).

Additional slide
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Practicalities

• Select your topic by sending email to me 
(kristiina.karvonen@hiit.fi) by 8.2.2011

• If you select your own topic, wait for 
confirmation from me

• 8-10 pages (templates available on 
Noppa)

• Returned by 30.4.2011
• Represents 50% of your course grade.
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What we mean when 
we talk about trust? 

T-110.5220 Information Security and Usability
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Trust is needed for all 
transactions online

• money
• private information
• social interactions

A cornerstone of usable security!

Without trust there are less or no transactions

-> what is trust?
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Here’s a (famous) example on 
what happens when people

actually mention trust

http://www.youtube.com/watch?v=XGoU7urNTbI

“Sledge Hammer defusing a nuclear bomb”
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So trust is…

…often suspicious when expressed explicitly
…expressed more through behaviour than

words (actions vs. speech acts)
…experience-based
…learned attitude (trust vs. distrust)
…hard to express in words
…trust acts can be different in different

cultures.
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Trust …

• …is needed when not all relevant
information is known to make decisions.

• …is needed to make many (if not indeed
most) decisions.

• …enables decision-making and thus, 
action.

• …partly rational and partly irrational (”gut
feeling”)

• …sometimes falsely based.
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Trusting - Lying

Let’s go back to Mr. Hammer.

http://www.youtube.com/watch?v=pFh09hF6qlA

“Sledge Hammer clips”, time 4:16 – 4:41
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Can you detect a lie?

Choose a person next to you whom you
don’t know too well

Tell each other some 4-5 things about
yourself…

…with one lie within.
Can you detect the lie?
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Why lies go undetected?
Trust makes life easier. Think of traffic, traffic lights, and 

people on the street.
If you can’t trust others to (mostly) obey the rules of civil

society, you can’t leave home. 
Trust vs. distrust as basic approach to life (and other

people): unsuspecting vs. suspecting attitude towards
others.

The suspecting may be helpful, but life may also get trickier
this way in the overall picture.

And, of course, there are the used cars salesmen and the 
whole thing called ”Social engineering”, and wanting to 
believe good things.
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Two classical works on trust

Jakob Nielsen: 
– Trust or Bust:  Communicating 

Trustworthiness in Web Design + Ecommerce 
User Experience Study 1999-2000

Cheskin Research & Studio 
Archetype/Sapient:
– eCommerce Trust Study 1999
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Jakob Nielsen

The usability “guru” from www.nngroup.com
(yes, it’s him again)

Says: “Lack of trust" is the current climate on the Web

Claims: Web = a low-trust society

Preaches: Creating trust is the key to success

Aims at: Trust should be enhanced, but how?
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Ingredients of trust 
according to Nielsen

Trust is formed through experience
Trust is a long-term proposition

Trust is hard to build and easy to lose
Trustworthiness can be communicated 

through use of seals of approval, brand 
reputation, appropriate use of technology, 
and through design



1.2.2011 16

Good ecommerce user experience
à la Nielsen

1. If customers can't find it, they can't buy it.

2. Make customers feel at home on the home page.

3. Create a smooth path to buying (navigation).

4. Help customers successfully search (search boxes).

5. Present good product pages.

6. Write for the web.

7. Cross-sell, don't over-promote.

8. Make it fast.

9. Optimize shopping carts.

10. Ensure a trustworthy design.

11. Provide e-mail contacts.

12. Test the experience.

13. Prepare for success.
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Trustworthy Design by Nielsen

Design quality
Up-front disclosure

Comprehensive, correct, and current 
information

Connected to the rest of the Web
Giving users a feeling of being in control and 

knowing what is happening
Good sites:

www.google.com
www.amazon.com

"if these guys can't even design 
a website, then can I trust them
with my money?”

”If I order something, 
will the product be messy
as well?" 
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http://www.amazon.com/gp/help/customer/display.html?nodeId=10412241
Safety and security tips section:

Privacy notice: 
http://www.amazon.com/gp/help/customer/display.html/ref=footer_privacy?ie=UTF8&nodeId=468496
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http://www.amazon.com/The-Hangmans-Daughter-ebook/dp/B003P9XMFI/ref=pd_rhf_shvl_1
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http://www.amazon.com/gp/product/B002ZFGK6G/ref=s9_pop_gw_ir04?pf_rd_m=ATVPDKIKX0DER&pf_rd_s=center-2&pf_rd_r=1RKJN9F3HH05NHEFDSDC&pf_rd_t=101&pf_rd_p=126334
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Cheskin Research & Studio 
Archetype/Sapient -eCommerce

Trust Study
• What is trustworthiness?
• What are the components of e-commerce 

trust?
• How does e-commerce trust develop?
• What is the relative importance of some of the 

key components in communicating 
trustworthiness?

http://www.cheskin.com/view_articles.php?id=17
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Research methodology

• qualitative questionnaires
• site review and analysis
• expert opinions
• consumer opinions
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Outcomes
Trust is formed slowly, as a function of time

Feeling of control forms the basis for trust
Trust is a dynamic process

Trust is experience-based
Trust starts with "indications" (manners, 

professionalism and sensitivity) and may
develop into "character traits"
(dependability, reliability, honesty)

Trust enhances informal behaviour
Personal control over personal information
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How is Trust Formed?

Brand
Navigation

Fulfillment
Presentation

Technology
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1/6 Seals of approval
= Information given by other companies 

that specialise in assuring the safety of 
Web sites: Verisign, TRUSTe, BBB 
Online, Webtrust etc.

! Later studies: 
– seal programs were found to have greater

influence over consumers who are more
apprehensive about online shopping, than
those who are generally less
apprehensive.

– word-of-mouth forums compete with seals
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http://bizactions.com/
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www.nfl.com
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2/6 Brand
Importance of the company's reputation in 

choosing to do business with them
– …inside and outside the web
– E.g. Transferrable trust - banks

Amazon.com: web-service more trusted 
even more than real-world services -
brand matters more than medium

Companies who already have trusted
brands, often don't participate in online
seal programs
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3/6 Navigation

The ease of finding what the visitor seeks for
= VERY important!
= Clarity
= Access
= Reinforcement (same style throughout the 

style for interactions and moving about)
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4/6 Fulfillment

The process one works through from the 
time a purchase process is initiated until 
the product is received

Includes:
– protection of personal information
– tracking
– recourse (= help)
– return policy
– simplicity of process
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5/6 Presentation

= Ways in which the look of the site, in and 
of itself, communicates meaningful 
information to you

= clarity of purpose
= craftmanship
= resembles other trusted sites
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6/6 Technology

= The ways in which the 
site technically functions

= speed
= new technical features, 

advanced technology…even at
the cost of usability

= VERY important: remember the extra 
buttons on the phones the users wanted 
(yes it’s that guy Norman again)
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Now let’s select a site to 
analyse?
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• The elements of trustworthiness are
missing
– Typos, not linked, unclear…

• Security indicators
• …but with Phishing you often copy a site

and then the site does have the trust
elements, too.

Signs for distrustworthiness?
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Next time 8.2.2011

• Privacy
• Selection of topics for essays made at the 

latest


