Today

Essay topics

Talk about trust
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Essay topics

1. "Definition for Usable security”. Whitten and Tygar aimed at a definition for usable security in their paper Why Johnny
Can’t Encrypt. Make a literature survey on more recent related work to compare, abandon or extend their original
definition.

2. "Why is privacy management so hard?” With Facebook and Google Buzz, just to name two examples, we have seen
that maintaining one’s privacy online can indeed be tricky. On basis of recent work in this area, discuss these
challenges and the current aims to tackle them.

3. "Better privacy management” — on basis of related work and your own analysis, redesign the privacy management for
an online service you know well. First present the service and issues related to its current privacy management,
then proceed with the redesign.

4. "Trust principles today”. In the course, two sets of design principles to create trust online were presented. These
works came out already around 2000. On basis of new work since then, discuss how relevant these works are
today and what kind of new design principles have been proposed since.

5. "Usable security and social networking”. Users are involved more and more intensely in interactions online through
social networking tools. Discuss the challenges and novel demands to creating usable security due to the
emergence of social networking tools.

6. "Usable security — a case study”. Select a service or product that somehow involves security and analyse its usability
against course material and other related work as you see fit. You can also make a case study on a security
product/service.

7. "Identity online”. Identity theft has become a major problem in the Intenet. Discuss the different issues related and
present an overview of interesting work in this area.

8. "Why we fall for Phishing”. Users are susceptible to online scams where they end up losing private information and/or
money. Why do users fall for these scams? Discuss the issue on basis of relevant work in the area.

9. "New ways to authenticate”. Users tend to do badly when it comes to remembering good passwords. Why? Here you
can either 1) discuss the human side, why users are bad at passwords and cite relevant work in the area or b)
present work that aims at developing new ways to authenticate users that go beyond traditional passwords (e.g.
graphical passmeans).

10. "How to study usable security?”. Present how usable security has been studied since the classics through a
selection of papers that you consider good (or bad). What is missing? What could be improved?

11. = your own topic
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Additional slide

Essays

...need not be written in a rigid scientific manner — they can be more
free-form, thus name "essay”
— You can also express opinions as part of the essay
— You need not back up every claim in the scientific manner as in
scientific papers

Can take the form of a literature survey, case study or design
exercise — or a research paper. It's up to youl!

The templates are taken from CHI2011 conference work-in-progress
category and may include some directions on the length — ignore
these, the length is 8-10 pages.

The idea of the template is to have equivalent length for the papers
(and to learn to use such templates).

I'll add some 3-4 references for each lecture topic in Noppa to get
you started. These can be used for getting started with the topics
(but you do not have to use them).
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Practicalities

o Select your topic by sending email to me
(kristiina.karvonen@hiit.fi) by 8.2.2011

* If you select your own topic, wait for
confirmation from me

e 8-10 pages (templates available on
Noppa)

 Returned by 30.4.2011
* Represents 50% of your course grade.
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What we mean when
we talk about trust?

T-110.5220 Information Security and Usability



Trust I1s needed for all
transactions online

* money
e private information
e social interactions
A cornerstone of usable security!

Without trust there are less or no transactions

-> what IS trust?
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Here’s a (famous) example on
what happens when people
actually mention trust

“Sledge Hammer defusing a nuclear bomb”

http://www.youtube.com/watch?v=XGoU7urNTbl




So trust is...

...often suspicious when expressed explicitly

...expressed more through behaviour than
words (actions vs. speech acts)

...experience-based
...learned attitude (trust vs. distrust)
...hard to express in words

...trust acts can be different in different
cultures.
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Trust ...

e ...IS heeded when not all relevant
Information i1s known to make decisions.

e ...Is needed to make many (if not indeed
most) decisions.

e ...enables decision-making and thus,
action.

o ...partly rational and partly irrational ("gut
feeling”)

e ...Sometimes falsely based.
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Trusting - Lying

Let’'s go back to Mr. Hammer.

“Sledge Hammer clips”, time 4:16 — 4:41

http://www.youtube.com/watch?v=pFh09hF6qlA
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Can you detect a lie?

Choose a person next to you whom you
don’t know too well

Tell each other some 4-5 things about
yourself...

...with one lie within.
Can you detect the lie?
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Why lies go undetected?

Trust makes life easier. Think of traffic, traffic lights, and
people on the street.

If you can’t trust others to (mostly) obey the rules of civil
society, you can’t leave home.

Trust vs. distrust as basic approach to life (and other
people): unsuspecting vs. suspecting attitude towards
others.

The suspecting may be helpful, but life may also get trickier
this way in the overall picture.

And, of course, there are the used cars salesmen and the
whole thing called "Social engineering”, and wanting to
believe good things.
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Two classical works on trust

Jakob Nielsen:

— Trust or Bust: Communicating
Trustworthiness in Web Design + Ecommerce
User Experience Study 1999-2000

Cheskin Research & Studio
Archetype/Sapient:

—eCommerce Trust Study 1999

1.2.2011 13



Jakob Nielsen

The usability “guru” from www.nngroup.com
(yes, it's him again)

Says: “Lack of trust" is the current climate on the Web
Claims: Web = a low-trust society
Preaches: Creating trust is the key to success

Aims at: Trust should be enhanced, but how?
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Ingredients of trust
according to Nielsen

Trust Is formed through experience
Trust is a long-term proposition
Trust is hard to build and easy to lose

rustworthiness can be communicated
through use of seals of approval, brand
reputation, appropriate use of technology,
and through design

1.2.2011 15



Good ecommerce user experience
a la Nielsen

. If customers can't find it, they can't buy it.

. Make customers feel at home on the home page.

. Create a smooth path to buying (navigation).

. Help customers successfully search (search boxes).
. Present good product pages.

. Write for the web.

. Cross-sell, don't over-promote.

. Make it fast.

© 00 N o 0o b~ W N P

. Optimize shopping carts.

10. Ensure a trustworthy design.
11. Provide e-mail contacts.

12. Test the experience.

13. Prepare for success.

1.2.2011
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Trustworthy Design by Nielsen

Design quality
Up-front disclosure

Comprehensive, correct, and current

Information

Connected to the rest of the Web
Giving users a feeling of being in control and

knowing what is happening

Good sites:
WWW.google.com
WWW.amazZon.com

1.2.2011

"If these guys can't even design
a website, then can | trust them
with my money?”

"If | order something,
will the product be messy
as well?"




) Amazon.com: Online Shopping for Electronics, Apparel, Computers, Books, DVDs & more - Mozilla Firefox

File  Edit  Wiew History Bookmarks Tools  Help
6 - c J0 {ar B httpyiwww, amazon, comf ﬂf - ’T" Google )‘

J a com: Online Shoppi forEIe...|T| |

amazon com Hello. Sign in to get personalized recommendations. Mew customer? Start here
~—7 Your Amazon.com | 1§ f Today's Deals | Gifts & Wish Lists | Gift Cards

our Account | Help

Wish List

| upto 90% off

used textbooks

Shop now

CTE TN All Departments

Books > M
Movies, Music & Games >
Digital Downloads >

> The *1 Bestselling Product on Amazon - o
Digital SLR Store

Computers & Office >

Eloctronics > Find Top Digital SLRs, Lenses,
Buying Guides, and More

Home, Garden & Pets >

Grocery, Health & Beauty >

Toys, Kids & Bahy >

Clothing, Shoes & Jewelry >

Sports & Outdoors >

Tools & Home Improvement > Shop As /dsl
b Shop Amazon.com/dsir

Automotive & Industrial >

Epson Mobile . EPSON'
«  Printing

Learn more

What Other Customers Are Looking At Right Now

Ao

. b U Earn Triple Points on
Kindle Wireless Reading  Murder &' La Mode Listen Kindle 3G Wireless WIZIO SW421%0T 42-Inch  Love, Unexpected|y Amazon.com Orders.
Devica, Wi-Fi.., G.h4. McKevett Rene Gutteridge Reading Device... ®UT-Series 240.., Susan Fox 17 12 "2
Amazan Kindle Edition Kindle Edition Amazon 454590 $599 99 kindle Edition [wisa] Start with $30 back.
$139.00 $0.00 $0.00 $185.00 $0.00 » Learn more

|
Done
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) Amazon.com Help: Privacy, Security & Accessibility - Mozilla

File Edit Mjew History Bookmarks Tools Help
@ - c et a hitkp: ffunany, arazan. com|gp/helpf customerdisplay. htmlfref=hp_left_actie=UTFa&nodeId=551434 T? v "'l" )

@ amazon.com Help: Privacy, Security ... | -

amazon.com Hello. Sign in to get personalized recommendations. Mew customer? Start here.
. > .
— Your Amazon.com | 97 Teday's Deals | Gifts & Wish Lists | Gift Cards YourAccount | Help

® Help Privacy, Security & Accessibility

Topics | |[ Search Help | Self-Service
Privacy, Security & Track or Manage Purchases
Accessibility . . A .

. y M P t Opti
Privacy Hotice Privacy, Security & Accessibility anage Payment Optians
Conditions of Use ) ) . i . o ) ) o Return Items
Armazon Accessibility Resouress Click on links in the Related Topics section below to browse Help topics in this section, Here are some highlights: g::snu?:ryamej E-mail, ar
Safety and Security Tips * E-Mail Security: If you received a suspicious e-mail that appears to be from 4mazon.com, you can find out how to protect

. f e p . Manage Address Book
Gur Efforts to Stop Spoofing yourself and report the e-mail on our Identifying Phishing or Spoofed E-mails Help page.

Tour Amazan.com Bill of Rights Manage Your Kindle

Safe Shopping Tips: Our Safety and Security Tips Help page includes a lot of information about account security and protecting

your personal infarmation,

Identifying Amazon E-mail Wﬁ‘
Phishing or Spoafed E-mails Information Privacy: Amazon.com knows that you care how information about you is used and shared, and we're not in the

business of selling customer information, Many spammers and spoofers use programs that randomly generate e-mail addresses, in

the hope that some percentage of these randomly-generated addresses will actually exist. You can find out more about how your

personal information is protected in our Privacy Motice.

A-to-z Guarantee Protection

E-mail Account Yerification

Other Help Areas website Accessibility: Visit our Amazon Accessibility Resources Help page for information about our accessible website, our =
specialty store for wisually impaired individuals, and how to send us your suggestions for improving accessibility on Amazon.com.

Shipping & Delivery

Security Researchers and Professionals: Contact us here.
Changing or Canceling Orders

Returns and Refunds

Problern with an Order
Payment, Pricing & Promotions
Flacing an Order

Kindle

MP3 & video On Demand Related Topics:
Game/Software Downloads Privacy Notice

Gifts, Gift Cards & Gift Registries Caonditions of Use

Amazon Accessibility Resources
Safety and Security Tips
Our Efforts to Stop Spoofing
Your Amazon.com Bill of Rights
-to-z Guarantes Protection o

Privacy, Security & Accessibility
Site Features

Ayuda en Espafiol

Selling at Armazon.com

Dore

Safety and security tips section:
http://www.amazon.com/gp/help/customer/display.htiml?nodeld=10412241

Privacy notice:
HtE29Aww.amazon.com/gp/help/customer/display.html/ref=footer privacy?ie=UTF8&nodeld=468496




) Amazon.com: The Hangman's liver, Patzsch, Lee Chadeayne: Kindle Store - Mozilla Firefox

File Edit View History Bookmarks Tools  Help

@- c AREN ; w -] 58 P

@ amazon.com: The Hangman's Daugh... | =

E
amazon.com Hello. Sign in to get personalized recommendations. Mew customer? Start here. i
e Your Amazon.com | § 7 Today's Deals | Gifts & Wish Lists | Gift Cards Your Account | Help
Scarch [AETE O I © win U @ |1
Kindle Store Buy & Kindle Kindle eBooks Kindle Singles Newspapers Blogs Magazines Accessories Discussions hisnage our Kindle Kindle Support
Start reading The Hangrman's Daughter on your Kindle in under a minute, Don't have a Kindle? Get your Kindle here,
The Hangman's Daughter [Kindle Edition]
] Dliver Pétzsch [+ (Author), Lee Chadeayne [+ (Translator)
3 Yrirdrdnt (146 customner reviews)
7 Pricing information not available.
4. e |
Lpangmans o Text-to-Speech: Enabled .
g : ® Don't have a Kindle? Get yours here. Read books on your computer
lu” hier or other mobile devices
3 q f World Literature in Translation: Learn more about AmazonCrossing,
E Get Kindle for PC
Get Kindle for iPhone
Also warks on iPod Touch
kindle edition m Get Kindle for BlackBerry
See largerimage D Get Kindle far iPad
Share vour own customer images
----------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------- Get Kindle for android
Page 1 of 10
o
Rache! Share = ]
L [ E—) |
Switched (Trylle Trilogy,  Unbroken: & ‘warld wWar The Dirty Parts of the The Imperfectionists: &4  Alone by Lisa Gardner Saving Rachel (A
Book 1) by amanda I Story of Survival,.., Bible by Sam Torode Movel by Tom Rachman iy (108) Donovan Creed Crifme
Finl:‘kll‘\gl hAy ALai_lr:a r:hl\enhrand Sefedededs (38) Sederedorr (229) $3.44 Movel) by John Locke
Yrirdndryy (179) Forerioi (815) £5.74 £4.01 Yooy (179) =

£ 44 +0 o0 .

Done

http://www.amazon.com/The-Hangmans-Daughter-ebook/dp/BO03P9XMFI/ref=pd rhf shvl 1
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%) Amazon.com: The Sculptor eBook: Gregory Funaro: Kindle Store - Mozilla Firefox

File Edit Wiew History Bookmarks Tools  Help

@ - e {at a hktp: s . amazan.conmfgpfproduct JBO0DZZFGEEG ref=s9_pop_gw_ir047pf _rd_m=ATYFDKIKXODERERF_rd_s=center-2&pf_rd_r=1RKINIF3HHOSNHEFDSDC&pF _rd_t=1018pf_rd_p=1 ﬁ? - '-.lv

a4, Amazon.com: The Sculptor eBook: Gr...| -+

amazon.com Hello. Sign in to get personalized recammendations. Mew customer? Start here.
Your Amazon.com | §F Today's Deals | Gifts & Wish Lists | Gift Cards YourAccount | Help

"Wwish List

Kindle Store By & Kincle Kinclle eBooks Kindle Singles Mewspapers Blogs Magazines ACcessories Discussions Manage vour Hindls Hindls Support

Start reading The Scuiptor on your Kindle in under a minute, Don’t have a Kindle? Get your Kindle here.

The Sculptor [Kindle Edition] - -
Greqory Funaro {Author) M

P
ottt ot

Deliver to your Kindle or other

device
51 Reviews

Awailable on your PC

| Add to Wish List )

‘rice: $2.30 includes WAT & free international wireless delivery via Amazon Whispernet
ave: $4.69 (679%)

e a Kindle? Get yours here,

Brats Amazon Price Mewfrom Used from - N
Try it free
Kinclle Edition 230 - -
Sample the beginning of
kindle edition ks Paperback F6.939 199 001 this book for free
Mazs Market Paperback - - $14.89 ( Send sample now |
See largerimage
Share your own custorner images Deliver to your Kindle or
other device
Customers Who Bought This Item Also Bought Page 1 of 13
Auailable on your PC
. "
;_ Read books on your computer
| i or other mobile devices
E Get Kindle for PC
|
A KILLER by Stephen Mister ¥ by John Lutz Final Breath by Kevin Compromised by Heidi all the Pretty Girls by Silent ¥ictim by C.E. / . .
Carpenter Adrde A A £y O'Brien Avyarbe 1.T. Ellison Lawrence Get Kindle for iPhone
Foinioiok (10) Also works on iPod Touch
LA A N Ak A
YOOk (27) £6.04 FOAAAr (18) YoroinAnd (7) FOAAOATr (36) YORAAnA (6)
£5.74 £7.44 £13.79 £6.26 $4.39 m
Get Kindle for BlackBerry %

Done

http://www.amazon.com/gp/product/B002ZFGK6G/ref=s9_pop_gw_ir04?pf rd m=ATVPDKIKXODER&pf rd_s=center-2&pf rd r=1RKIJN9F3HHOSNHEFDSDC&pf rd_t=101&pf rd p=12633¢
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Cheskin Research & Studio
Archetype/Sapient -eCommerce
Trust Study

 \What is trustworthiness?

 What are the components of e-commerce
trust?

 How does e-commerce trust develop?

 What is the relative importance of some of the
key components in communicating
trustworthiness?

http://www.cheskin.com/view articles.php?id=17
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Research methodology

e ualitative guestionnaires
e site review and analysis

e expert opinions

e consumer opinions

1.2.2011
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A Model to Understand eCommerce Trust

Level of Trust

| Maintain Trust

L .
L L e e e e e e S S T v it Habit Threshaid

w - Confirm Tr

Formal Level of Trust 4

Build Trust

Trial Threshald

W

Time Duration

£ 1994 Copyright of Studio Archetype and Cheskin Besearch. All Rights Reserved.



Outcomes

Trust Is formed slowly, as a function of time
Feeling of control forms the basis for trust
Trust is a dynamic process
Trust Is experience-based

Trust starts with "indications"” (manners,
professionalism and sensitivity) and may
develop into "character traits”
(dependability, reliability, honesty)

Trust enhances informal behaviour
Personal control over personal information

1.2.2011
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How Is Trust Formed?

A Model to Understand eCommerce Trust

=
et - ¢ % ®

ﬂ Presentation

ﬂ Mavigathan
Brand
Fultillmsaant

H‘ luch"nll:lq'-.'.i.

Chaos Seal of Approval seensls Usage Experience
19949 Copyright of Studio AncH 'rand his Reserved
Naviaation
Fulfillment
Presentation
Technology

1.2.2011
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1/6 Seals of approval

= Information given by other companies
that specialise In assuring the safety of

Web sites: Verisign, TRUSTe, BBB N
Onllne, WebtrUSt etC TRUSTXE e rrivacy vour choce $

| Later studies: BBBONLM

— seal programs were found to have greater
iInfluence over consumers who are more
apprehensive about online shopping, than
those who are generally less
apprehensive.

=word-of-mouth forums compete with seals »



BizActio
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BUSINESS DEVELOPIS
BUSINESS ONE

GROW YOU

. MARKETS

HOME - . COMPANY SERVED

Web Demo,

MName:

s . PRESS,.. - RESOURCE
PRODUCTS - -CLIENTS - PRESS . RESOURC

Markefs Served Quickfinks Accounting, PavealliHR,
Accounting Canada, Financial Planners, Legal, Emploves
Benefits, Business-to-Business, Real Estate/Markgage
Brokers,

BizConference

Create and manage
Web meetings
online

Eizcunferen:a
Try it free NOW!

HEW  Alliance Program

HEW [CPA& Recruiting Mewsletter

What is the BizActions System?

The Bizfckions Business Development Swskem is a powerful,
easy-to-use, suike of inkegrated koaols that generates new
business, increases name recognition and improves
cross-zales oppaorkunities, It waorks through wour Inkernet
browser without the need to install any software; therefore
it pravides immediate and trackable communication, Maosk
notably, it is the only platform of its kind that comes with
exclusive, 100% original, industry-specific content,

The Bizfckions Business Development Syskem includes all of
the Faollowing services, managed From within wour Sponsor
Center:

BizPro e-Mewsletters

Lo v e TSR o 1Y BERRED S T Lk 0 LA PIRRIPRIPRIRE | o BPTRIRERRIE LU Ly PRSI S

It couldn't be easier to customize the wisual
aspects of vour e-Mewsletter, Click here to
see what our clients have done with their
newsletters,

Subscribe to our

RECRUITING
ewsletter

SUCCESS STORIES



COvEr story, Llose the Deal |, talks
abouk the growing awareness thak
execution and Follow-through

with regard ko leads for new business
require a structured approach,

July 10, 2005

BizActions and one of our Favarite
clients, Robert Gold of Bennett Gold
Chartered Accountants are featured
in the lakest edition of the Practical
Accounkant , We're included in a
stary about the importance of using
cuskomized communications ko
inCtease response rakes,

BizTRUST

This powerful business assessment tool allows wou ko easiky
uncover and clase new business opportunities,  Inkegrated
with our e-Mewsletter and Emaill Radar, BizTrust is et
another component that extends the ability o BizAckions to
be a business developrment platform)'systenm,

e-Stationery
Brand wour firm with every email wou send with Microsoft™

Cutlook, With a Bizdctions subscription, you receive access
ko eleckronic skationary thak mirrors wour e-MNewsletber
banner logo and design.

High Impact

This email kemplate kool allows clients to choose From dozens
of email templates to use in their Cutlook emails {or even
Email R.adar],

Coming Soon: igital Frinf Newsleffers

The union of the customizable flexibility of our exceptional
e-Mewsletters with the hard-copy touch and Feel of paper,
digitally printed.

Confidentiality

RizAckions WebTrust Certification

WebTrust
ghnfidentiality standards.

Interested in BizActions?

See all of BizActions Features in action by requesking an
online demo wia our Form to the top left or send us an email.




Confidentiality

\'lﬁ'l'mst

Tou have arrived here from a S}.rsTmstSM’ITM or WebTrust ™ TM certified site. The
apphcable SysTrust or WebTrust Seal of assurance symbolizes that this site has been
exatined by an independent accountant. Further, the Seal represents the practitioner's
report (see below) on management's assertion(s) that the entity's business bemg relied upon
15 i conformity with the applicable Trast Services Principle(s) and Criteria,

The Trust Services Principles and Chtena 15 an mternational set of principles and cntena for
swstems and electronic commerce developed and managed jeintly by the American Institute
of Certified Public Accountants and the Canadian Institute of Chartered Accountants. By
demonstrating compliance with Trust Services critena through an examination by an
wdependent practiioner, entities earn the right to display the seal of assurance.

The Seal of assurance combines high standards for identified activities with the requirement
for an mdependent venfication/audit. Together they budd trust and confidence among
consumers and businesses conducting business over the Internet.

The entity has earned the right to display the Zeal of assurance with respect to the Trust
service Principle(s) of

Confidentiality

The Confidentiality Principle addresses information designated as confidential and obtained
online from exstng and potential business partners. The critenia mclude requirements that:

+ confidentiality policies exst,

+ the entity discloses itz practices relating to the manner in which it prowndes for authonzed
access to, and uses and shares nformation designated as confidential,

+ the entity uses procedures to achieve itz documented confidentiality obiectives in

arrordasnere wath e Aefined rinliciee and



http://bizactions.com/
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applies to the Mational Football League s wehsites
domains nfl.com and superbowl.com (the "Wehbsita"),
The purpuze of this privacy policy is to disclose to you what information
we may collect, how we may collect it, with whom we may share it, and
cettain other matters related to such infu:lrmaticlr'l, including the EhDiCES
yvou have regarding our collection of information and our use and
disclosure to other parties of information we may have collected from
¥ou,

The Website is operated by SportsLine.com, Inc, pursuant to a
strateqgic relationship among Mational Football League Enterprises, L.P.
on hehalf of the Mational Foothall League, SportsLine.com, Inc.,
Armerica Online, Inc, and CBS Broadcasting Inc, (collectively, "MFL
Partners”, "we", "our", or "us"). Each of the parties in this strategic
partnerShm own the information collected via this Website and may

use it for their own purposes, including marketing,

The Mational Football League [NFL] is a licensee of the TRUSTe
Privacy Program, TRUSTe is an independent, non-profit organization
whose mission is to build user's trust and confidence in the Internet by
promoting the use of fair information practices. This privacy statement
covers the sites nfl.com and superbowl.com, Because this \Web site
wants to demonstrate its commitrment to your privacy, it has agreed o
disclose its information practices and have its privacy practices
reviewed for compliance by TRUSTe, Please read the following ta learn
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SIGM UF FOR A TRUSTE SEAL

m Make Privacy Your Choice SEARCH FOR SEALHOLOERS

COMTACT U=S

Seal Programs :: Privacy Education :: Watchdog Dispute Resolution Service

Verified Make Privacy Your Choice

* Yisit TRUSTe's site to see if
other farmiliar cormpanies are

Mational Football League part of the program.,

Yalidated Privacy Statement

For the following URLs: ¢ Get our quarterly email

store falcons365.com newsletter with alerts,

webmail. gbpackersfan.com definitions and tips ta be mare
confident onling,

viniwy d9ers com

vy atlantafalcons. com

viniwy azcardinals.com

viniewy altimorerawvens.caom

viniewy Daltimmoreravensstare.com

winiwy engals.com X

b d yvou feel Mational Foothall
W DLCCANeers.com League has violated its privacy
whwn. Carolinapanthers.com v agreement,

License Sgreement Wersion 9.0

[

# Learn how to protect your
personal information.

*+ File a Watchdog complaint if

Mational Football League is a certified licensee of the TRUSTe® Privacy Seal Program,
The privacy staternent and practices of have been reviewed by TRUSTe for compliance
with our strict program requirerments,

Make Informed Choices for Your Personal Information

About TRUSTe

TRUSTe Privacy Standards and Principles

The TRUSTe program is consistent with government and industry
quidelines concerning the use of your personal information, These
standards include the Organization for Econarnic Cooperation and
Development (QECD) Guidelines on the Protection of Privacy and
Transborder Flows of Personal Data, the Federal Trade Commission
and Departrment of Cormrmerce's Fair Information Practices, the
California Online Privacy Protection Act, and the CAMN-SPAM Act,
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Thiz privacy palicy (the "Privacy Policy™) applies to this website (the "Wehsite"). The purpose of thiz Privacy Policy iz to disclose to you what
information we may collect, how we may collect it, with wwhom we may share it, and certain other matters related to such information, including the
choices you have regarding our collection of information and our use and disclosure to other parties of information we may have collected from you.

The Website iz operated by MFL Enterprizes LLC on hehalf of the Mational Football League and the other members of the WFL Family (az described in
Section 4 below) ("we", "our”, or "us"). YWe have contracted with third parties | including, without limitation, NeuLion, Inc., to operate certain aspects
of the Site on our behalf, such as the following subscription products: Audio Pass, Game Pass, Game Rewind and Red Zone (collectively, the

"Subscription Products").

Wie owwn the information collected via the VWiebsite and we may use it for our ovwn purposes, including marketing. Please note that this Privacy Policy
applies only to informstion collected on the MFL.com wehsite; it does not apply to any other information collected or obtained through other means or
infarmation collected by the thirty-tweo individual MFL member clubs (the "Wember Clubs").

The Mational Foothall League ("MFL") iz a licensee of the TRUSTe Privacy Program. TRUSTe iz an independent, organization whose mission is to build
user's trust and confidence in the Internet by promating the use of fair information practices. We have agreed to disclose our information practices
and have our privacy practices reviewed for compliance by TRUSTe. Please read the following ta learn more about our data collection policies and
practices.

http: f fwvave, baltimoreravens,.comf :]
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2) Validation Page for Online Privacy Certification by TRUSTe - Mozilla Firefox

File  Edit  Miew History Bookmarks Tools  Help

é - c x ot llj http: ficlicktoverify, truste, comipyr php?page=validatedrompanyMame=Mational Football Leaguefsealid=102 {_\j - E' Google )':)|

J "% Yalidation Page for Online Privacy Ce... | -+ F

TRUSTe >
'e' CLICK WITH CONFIDENCE

Jole olle alidatic | TRUSTe for Businesses

Demanstrate your Commitment ta

- Custamer Privacy by Getting Your Web
ﬁllast;&qsa!eﬁggrfyql!lll&?eague site and Privacy Palicy Cerdified by
TRUSTe. Learn More »

Endorsed by: 913 users.

Mational Football League is a licensee of the TRUSTe® Privacy
Prograrn and abides by the EU Safe Harbor Framework as
outlined by the U 5. Departrment of Commerce and the European

Union. with MyPrivacy 7
Return to Site For the following URLs: Stop people search datal?ases
f v Remove yourself from direct
EStUre-f‘?JCDnS3E‘5-CDm = marketing mailing lists
webmail.gbpackersfan.com Control your exposed
www . 43ers.com b’ personal information online

Mational Football League: Tell us about your experience with their

TRUSTe Consumer Feedback About TRUSTe Trusted Sites

TRUSTe helps people click with confidence by guiding Trusted Logos

thern to trustworthy Web sites. Companies that display

the TRUSTe seal on their Web site's privacy policy Find Mare »

comply with the highest standards for protecting your

personal information. Learn more about TRUSTe »

TRUSTe Safe Shopping is your trusted shopping

destination. Shop with confidence at thousands of

websites. Go to TRUSTe Safe Shopping » b

"TRUSTe has made a significant
difference in the resolution of my
complaint. | will pass the
information along to friends!”

— Cathy K. (Seymour, TH)

‘Waiting For clicktowverify truste.com... [-------l ]
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2/6 Brand

Importance of the company's reputation in
choosing to do business with them

— ...Inside and outside the web
— E.g. Transferrable trust - banks

Amazon.com: web-service more trusted
even more than real-world services -
brand matters more than medium

Companies who already have trusted
brands, often don't participate in online
seal programs
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3/6 Navigation

The ease of finding what the visitor seeks for
= VERY important!

= Clarity

= Access

= Reinforcement (same style throughout the
style for interactions and moving about)
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4/6 Fulfillment

The process one works through from the
time a purchase process is initiated until
the product is received

Includes:
— protection of personal information
— tracking
— recourse (= help)
— return policy
— simplicity of process

1.2.2011 44



5/6 Presentation

= Ways in which the look of the site, in and
of itself, communicates meaningful
iInformation to you

= clarity of purpose
= craftmanship
= resembles other trusted sites

1.2.2011
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6/6 Technology

= The ways Iin which the
site technically functions

= speed
= new technical features,

advanced technology...even at
the cost of usability

= VERY important. remember the extra
buttons on the phones the users wanted
(yes It’s that guy Norman again)
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Now let’s select a site to
analyse?
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Signs for distrustworthiness?

 The elements of trustworthiness are
missing
— Typos, not linked, unclear...

e Security indicators

e ...but with Phishing you often copy a site
and then the site does have the trust
elements, too. -
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Next time 8.2.2011

e Privacy

e Selection of topics for essays made at the
latest
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