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Abstract success greatly depends on a number of uncertainties which
need further investigation. For instance how realistjcedin
As the popularity of online social networks increases evethe statistics and friendship links from online social nerties
day, ideas have been suggested where information from sbhghapplied to real world scenarios. Are the online social
networks is fed into real world communication systems finks generally trust worthy enough to be used for critical
facilitate the secure and quick exchange of informatione Oimformation exchange in the real world. Moreover taking
such idea is establishing trusted links on an ad-hoc basis ipgo account that a certain proportion of online identities
tween previously unknown parties based on a certain k-leigite or forged, how would they threaten the applicability of
distance between them on an online social network. This eareal world social network. Should such sybils be tolerated
be understood as a variation of the idea of creating web-ef-completely removed. How efficiently can the sybils or
trust, where communicating parties can effectively dgvelake identities be detected, and how would people react if
trust consensus about each other without the need for atkey were forced to link their real world identities to their
cure infrastructure. The applicability of such a schemesfindnline social networking accounts. This paper aims to an-
great potential in mobile ad-hoc networks and more so dwer these questions and debate over the various possible
delay tolerant networks where the communication withraethods to ensure more authentic social linkages in online
trusted central certificate authority is not always possibkocial networks. The paper is organized as follows, section
This paper aims to discuss the various implications suct? @aims to discuss the main reasons that motivate the need
scheme might have and presents a few ways which canféa-using social contacts to establish trust in networks:-Se
cilitate the use of data from online social networks to @eaion 3 describes how data from an online social network can
trusted links in real world communication systems. be gathered and presented in the form of concrete statistics
which can be analyzed for their application in real commu-
) nication systems. Section 4 describes the concept of web of
1 Introduction trust, how it is used in the context of Pretty Good Privacy
(PGP) and its comparison to the web of trust built on social
Social networking has recently gained immense popul@gntacts. Section 5 then describes the concept of interacti
ity throughout the world. People have used online sociglaphs and how they prove to be better indicators of trust
networking portals to either establish new relations or {9 online social networks. Section 6 then discusses briefly a
strengthen the ones that they already had. A very obviousg{y shortfalls in the proposed trust model, and what hinders

fect that online social networking has had on our lives, a ths widespread deployment. Section 7 then concludes with a
such portals have lead to an expansion of our social Circlggy |ast remarks.

This means that while in the confines of the real world, a user

might only interact with say, 30 people on a regular basis,

but his online social circle would have at least a hundred @ M otivation

rect connections [interaction09], and then through hiedir

connections, the user is also connected to thousands af offagking of peer to peer based networks, it is often seen as an

people whom he might not know personally but can establislkeal scenario where everyone can talk or exchange informa-

a trust relation with them, if and when needed, through théiwn with everyone without the need for any central infras-

mutual friends. tructure. However one of the greatest challenges to reglizi
The online social network Facebook claims that it halsis is that in the absence of a central and managed infras-

more than 500 million active users currently, and an averagecture, through which all information must flow, there is

user has 130 friends [facebook stats]. Recent studies haveonstant security risk. In peer to peer networks, nodes

proposed the use of such online communities to develop trastnmunicate directly with each other, but how should one

relations in real world communication applications. Thimake sure that the entity trying to communicate is in fact a

would help develop secure communication channels withautstworthy entity and not some malicious attacker sending

the need to authenticate with a pre-issued certificate or digpwanted data.

ital signature. This idea finds great applicability espiacia A scheme much followed in networks of past and today is

when communication with the central certificate authosty that of Public Key Encryption [1]. It basically involved pre

not possible or is not feasible. senting signed certificates before a communication channel
However putting such a system to wide spread use, anccit® be established for the first time. However such certifi-
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cates need to be verified by a certificate authority and/opm@viding a better guarantee that useful emails will not be
trusted third party. Such a scenario may not be practical dittéred out, than the current email spam filters [6]. More-
applicable in all cases. Such as: over, content distribution systems such as bit torrent tsm a
benefit from online social networks by preventing selfish be-
1. The nodes lie in a disconnected ad-hoc network suchy@gior of non-cooperating nodes. This is shown in detail in
a Mobile Adhoc Network or a Delay Tolerant Networls),
where the link with the central certificate authority is Quite recently many elaborate studies have been con-
not readily available. ducted on the most widely used online social networks, and
rW-e statistics collected from such studies show even more
H{gmise for using social networks to enhance other commu-
Bl‘cation applications. For instance [10] lists detaileatist
tics of users registered on facebook organized into regjiona
segments representing some of the most populous urban ar-

Also there are a number of inherent risks associated wa@s in the world. According to this study, facebook users

the use of central certificate authorities [11], such as:  living in big cities like London, Toronto, New York, Manch-
ester etc have on the average an eccentricity of only 5. Ec-

1. How to select and establish one certificate authorigntricity means the distance between a node and any other
which everyone accepts and trusts globally. This hasde in a social graph. This shows that users are typically
actually lead to the existence of many certificate authenore closely knit than we generally would imagine.
ities in the world wide web today.

2. Asking every user to present a certificate prior to co
munication causes overhead and runs counter to
open membership policy which is the heart and soul
the success of many peer to peer systems. [9]

2. One single certificate authority can be a single point4f \Aeb of Trust
failure in the network.
e . The need to eradicate the requirement for a trusted thitgt par
3. The central certificate authority can be the target of d(?r'a certificate authority has been seen from as long as the
nial of service attacks and other such threats.

public key infrastructure has been developed. The down-

All of these reasons and others open up grounds for a meide to trusted third parties which can issue and verifyigubl

de-centralized system by which secure and trustworthy ckgys or certificates on the go, lies in their central architec
nections can be established on the go. ture. A central trusted third party means a single point of

failure. A single entity which should have 24/7 availabil-

ity and can cater to an ever increasing population of interne
3 Social Gr aphs users, sounds a bit of a stretch.

Phil Zimmerman came up with a solution as early as

Online social networks have been shown to be a promisib@1 when he proposed the encryption mechanism called
domain which can be utilized to enhance many communiees SPretty Good Privaty PGP uses the concept of web of
tion scenarios. However before they can be put to reastmst where users sign each others keys on the basis ofrearlie
able use, an analysis of their social characteristics needsontact and personal relationships. Thus instead of having
be made. Social graphing is the technique employed to studytral certificate authority, the key distribution andifiea-
social networks. A social graph essentially can be definedtias is done in a distributed fashion by the users themselves
Sthe global mapping of everyone and how they are refateBach userSs public key can contain a number of digital sig-
[2]. However as more research has flourished in this fielthtures of the so-called Sintroduckrhis is to say that the
different variants of social graphs, showing differentarelintroducer can vouch on behalf of the party whose public
tionships between users have been introduced. For instakeg it has signed. Thus if A and C donSt know each other
social graphs can be used to show the social degree of ussasdjer, but ASs public key has been signed by B, and B is
which means that how many friends is a node directly coknown previously to C, then C can develop a trusted connec-
nected to. They can also be used to show the clustering ton with A [3].
efficient, which represents how closely the nodes are bonde®ecently however there has been a lot of debate whether
within their own communities or localized cliques. Sociaocial network connections can be used as a good basis for
graphs might also represent the path length distributien lestablishing trust linkages between communicating peers.
tween random users on an online social network. Alsofar instance if we maintain a metric k, such that if party
social graph might represent the interaction levels beatwe is connected to a party B with not more than k hops on
users. Such graphs form the foundation of any applicatian online social network, then we say that A and B can trust
relying on connection made through online social networleach other, and can thus proceed with regular communica-
To name a few such applications and ideas we see that rdiota. Here the value of k defines the strictness of the trust es
ing of packets in adhoc networks, especially delay toleraablishment. It can have values from 0 to N, where 0 would
networks (DTNs) has been shown to improve when sociakan that you only trust your directly connected friends, 1
graphs are used to forward packets based on opportunigtizild mean that you also trust your friends of friends and so
connections between mobile nodes [7]. SybilGuard uses sn-
cial networks to detect sybils or fake identities in a peer to[7] also addresses the problem of storing and maintaining
peer network [11]. Reliable Email (RE) uses social cothe social linkages information on the small sized memory
nections to filter out unwanted email and at the same tiroemobile nodes. There are basically two considerationis tha
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need to be addressed. First is the small memory of mobile

nodes, which means that the social graph information stored 80 |
on such devices has to have certain bounds on its size. The ~ g ]
second problem is that of privacy. For sure all information 8 70 - 4
regarding ones social links can not be stored on the mobile 50 ¢ A

device in plain text, lest it might fall in the hands of an adve E ig pd ]
sary. [7] solve these problem by applying first applying com- & 0 YouTube |
munity detection on the data derived from online social net- & o LivaJoumal s |
work and then computing a digest of this information. This 10 f"“#'-'E[ —
digest is called a community digest, and [7] claims that such 0 . - -'n 1IEr| e

1 \

a digest is small enough to fit in the memory of small mobile
devices and also the digest hides the possible privacy-sensi
tive social information from unknown third parties.

Once two devices meet and want to communicate §dgure 1: A social graph showing the social degree of users
curely, they can exchange their community digests. An i@n different online social networks [10]
tersection of the friendship links can then be performed on
the exchanged community digest and a partySs own digest.
Once a k-level link (meaning that the two parties are con- 100

Socal Degree

nected by k friends in-between them) is found, the commu-
nication can proceed under trust. o B0
3 !
4.1 Comparison to PGP Web of Trust 3
o 40 /
The idea proposed in this paper in some ways in similar to & / i _
the idea of the web of trust being used extensively by PGP. & 20/ // ;g" Iﬂ%‘é{iﬁ;‘iﬂ ggmg{g}:‘fg E{;E —
A loose logical relation can be established between the PGP £ f-gpé.z |nte[ac|5:jc.n Curnu!ati':fé Frac, -
trust model and the social network trust model. In a social 2

0 20 49 &0 &0 100

network, each user has a profile which contains information _ ,
% of Friends Involvad

visible to other users on the social network. Thus a profile

T e o o ertte belon W 2. Anmeracion aagh showin it oy o o
Sfriendd mentioned on it. These friends can be understol} eractions occur with only a small percentage of friends
as the digital signatures of people who trust the owner of t e]

profile and have thus chosen to be his friends (and have thus

digitally signed his profile).

However there is more promise in using social networkgough are bidirectional but, are not representative of bid
than PGP web of trust model. In PGP trust model, a pylrtional trust in general. The presence of these hubs in the
lic key certificate can either be signed by another PGP usggial networks, distort the community structure such ¢hat
or not signed at all. This is a two level trust establishmem{pical social graph can not be used to derive trust relation
meaning that A is either trusted by B or not trusted at alhjps straight away. In general all social links are not égua
by B. However, when we come to social graphs, they cafseful when analyzing the social networks, since only a con-
tain much more information than this. Community detectiafigerably smaller percentage of users are the ones which are
shows which users share how much of their interests and aBvely engaged in the network [10]. In other words, not
how closely bonded. Social Interaction graphs [10] shoy social links represent active social interaction. Tadgt
how often two users communicate and thus can be a dirgfd interactions between users, instead of just merelygasi
indicator of the level of trust they both have in each other. our ana|ysis on social |inksy [10] introduces what is calisd
interaction graph.

. . . . Interaction graph distinguishes between a userSs active re

5 Trust Indicators in Online Social lationships and those which are merely associated for the

Networ ks sake of sheer name. It measures the number of interaction
events between two users within a finite window of time.

The discussion from the last section brings us to the questidhis makes up an interaction rate. An interaction graph thus
Are social linkages online, really a representation ofttruglearly shows the social links which have an interactioe rat

two parties have in each other. greater than a certain lower threshold. Such links between

We see that on facebook, as well as on many other onli® users, which fall above a lower bound of interaction,rate
social networks, a common user is allowed to add logicafgn be considered as trusted social links.
unlimited other users as his friends. Users of such socialAnother problem with interactions is that, by nature, an
networks typically have a tendency to add online profiles imteraction event, such as sending a message to a friend, is a
celebrities or such other famous profiles, which then becomn@-directional event and it does not necessarily mearts tha
as hubs in online social networks [8]. Such relationships ah interaction in one direction will also trigger an inteian
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That is to say that nodes which are more sparsely connected

@ Y=X, 45 Dag. Line —— and have few links to other communities, are mostly labeled
% 500 | S.Vs. | Degree r—— | as sybils. This method has roots in the general idea that it is
] particularly difficult for a sybil node to form and maintain a
‘§ large number of links to other real nodes. Also if this is the
G case, using interactivity levels will limit the effect oflsiys
§ on our trust model, since a sybil node will generally lie be-
] }HHH low the interactivity threshold we set for demarcating trus
£ IHHHHHI 1 Research is underway to make such schemes more efficient.
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Figure 3: Comparison of social graph degree with interacti§ocial networks are still in the phase of evolution, and day

graph degree [10] by day their footprint on our lives in getting bigger. Today
they host huge amounts of valuable information about users,
and now their domain is expanding to also cover the mobile
media. GPS might soon get incorporated in social networks

in the reverse direction. The worst case scenario can be Wmaintain detailed location Specific data about users.

derstood as spamming, where one user keeps sending mephjs paper aims to strengthen the idea that such vast data

sages to everyone but seldom gets replied. Such a unidifggm online social networks should be fed into real world

tional link can not be considered as a trusted link. Acccgdi@,eer to peer applications to make better use of it. One such

to studies in [10], for 65 idea that is proposed in this paper is the use of social links

To make the point very clear, the figure below shows thgr better security considerations in peer to peer apjitinat

disparity between social degree and interaction degre& TiVe try to develop the idea that other communication appli-

is to say that there is a marked difference between the Biergtions can benefit from the trust relationships estatdighe

a user has and the active social relationships he maintatnsghline social networks, so that a central certificate author

of his friends. ity is no longer required. Instead its job is spread out in a
distributed fashion where each node verifies its peers on the
basis of social trust linkages. A lot of work has already been

6 Chall enges put into the field of analyzing social networks, however ¢her
is a need to better focus the efforts to put the results of such

When it comes to applying data from online social networksnalysis to real life use.

to real world communication systems, one has to be careful

if the data is consistent to be mapped to the real world.

One of the major concerns for using online social ndR€ferences

work links in real world communication is the authenticity o )

of identities online. The existence of sybils in online so{l] Standard specifications for public-key cryptography.

cial networks has been debated very strongly over the past 1€chnical report, IEEE, 2009ht t p: // gr ouper .

few years. Sybils are nodes, which effectively forge identi | €€€. 0r g/ groups/ 1363/ .

ties, and thus try to gain trust of people by masquerading

someone else [4]. This concept can also be extended to tal

into account multiple identities that people tend to create

OSNs, where each identity is used to communicate with 8] A. Abdul-Rahman. The pgp trust model. 1997.

different set of people online. Sybils have remained a great _

challenge for all peer to peer distributed networks andavhil[4] J. douceur. The sybil attack. 2002.

many schemes have been proposed to defend against sucqﬁt—w_ Galuba, K. Aberer, Z. Despotovic, and W. Kellerer.

tacks, their applicability and success is still under qoest Leveraging social networks for increased bittorrent ro-
Presence of sybil nodes greatly challenges the social trust |, ,siness. 2009.

relationship data that is collected from such online neksor

Many schemes have been devised to avoid sybils in onlirj6] S. Garriss, M. Kaminsky, M. J. Freedman, B. Karp,

social networks. The simplest of which is to somehow force D. Maziéres, and H. Yu. Re: Reliable email. 2006.

each user to register his account or user profile with his so- . ) . .

cial security or bank account number. However as discussédl P Hw_and N. Sastry. Real world routing using virtual

in the beginning of this paper, such a scheme runs counter to World information. 2009.

the open membership policy that is the heart and soul of S“‘EQ] B. E. Ur and V. Ganapathy. Evaluating attack amplifi-

online systems. Plus a central trust worthy authority haeto cation in online social networks. 2009.

installed which can take care of such confidential data. Secu

rity of such a central entity is also a challenge. [9] disesgss [9] B. Viswanath, A. Post, K. P. Gummadi, , and A. Mis-

that most of the more elaborate sybil detection algorithms love. An analysis of social network-based sybil de-

work by detecting community structure in social networks. fenses. 2010.
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