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Abstract
The rapid deployment of the Internet services such as so-
cial networking services has provided a great convenience to
the people. On one hand, these services have made human
life much easier but on other hand privacy exposure poses
a grave threat to user’s identity due to the inherent handling
of the personal data. User’s privacy must be protected and
the access to the personal information should be given in ac-
cordance to the user selected privacy settings. Privacy is-
sues raised by the usage of social networking sites has at-
tracted more and more attention over the years. The aim of
the paper is to survey and compare various mechanisms of
achieving user centric privacy control in social networking
services and challenges faced by them. The paper suggests
few guidelines for modeling user-centric on-line privacy. It
also discusses a framework for designing user-centered on-
line privacy which targets at minimizing the burden on the
users.

1 Introduction
Internet through the means of social networking sites (SNS)
has provided opportunity to the users with various back-
grounds and technical skills to communicate, interact and
share their personal or professional information with others
in the on-line environment. The popularity of SNS like Face-
book, MySpace, LinkedIn etc has been increasing rapidly
[4] [2]. More than 500 million active users spending over
700 billion minutes on Facebook every month serves to be a
typical instance for showing the ever increasing use of SNS
1. Cutillo et al and Boyd et al [4], have defined SNS com-
prehensively as the web based services that allows individ-
uals to (1) construct a public or semipublic profile within
a bounded system, (2) articulate the list of other users with
whom they share a connection, (3) view and traverse their
list of connections and those made by others in the system,
(4) communicate with other users through direct, sometimes
instant message exchanges or annotation of profiles and,
(5) enable a wealth to third party application by featuring
advanced interactions ranging from simple poking of other
members to support for special interest groups and exchange
of virtual gifts. Just like a coin, SNS also has two sides asso-
ciated with it. On one hand, SNS has good side affiliated to
it, as the original idea behind the usage of SNS was to pro-
vide the users with the opportunity to socialize, interact and
communicate with friends, relatives and other people with
similar interests across the geographical boundaries. But, at

1Facebook Statistics,www.facebook.com/press/info.php?statistics

the same time it also brought along with it several privacy
and security threats. Since the success of SNS depends on
the number of members registered with them, due to which
major efforts are being spent on the making them more at-
tractive thus, leaving the privacy and security concerns be-
hind the corner [10]. Good objectives of SNS were ruined
when people started misusing it. SNS enables people to in-
teract with several applications and other users on the net-
work. During these interactions people intentionally or unin-
tentionally reveal some private information about themselves
[13]. The basic problem in this situation is that the user’s in-
formation can be viewed or gathered without their consent
and often without their knowledge, which makes the con-
text more risky and untrustworthy [11]. So, measures need
to be taken to prevent user’s personal information from be-
ing eroded. The increased level of misuse of personal infor-
mation, paved the way for the emergence of various privacy
policies [9]. Privacy policy can be defined as the document
that aims at helping the users in understanding and learning
what the organizations are offering in the name of privacy.
It informs its users about privacy settings are available to
them that could help in controlling their privacy exposure
in on-line environment. Privacy settings can be defined as
the actual guardians of the users’ privacy. They are the ac-
tual tools which empower the users to manage their privacy
exposure in the on-line conditions. Some of the common
privacy settings can be related to profile privacy (who can
view users’ profile and their personal information), applica-
tion privacy (what user information is being shared with the
applications that they install) and search privacy (who can
search the user) [1]. Moreover, there could be various at-
tacks in the SNS against the privacy of the users. Cutilli et
al [4] have listed several attacks against the privacy of the
users such as identity theft, profile cloning, profile porting,
face recognition, communication tracking etc. The rest of
the paper has been organized as follows. Section 2 presents
some of the related relevant work to the area under investi-
gation.Various privacy control mechanisms have been elab-
orated in Section 3 which further discusses about their dif-
ferences and challenges faced by them. Section 4 deals with
user-centric privacy model along with the guidelines for de-
signing user-centric privacy. Finally, the paper concludes
with the discussion in Section 5.

2 Related Work
Feng Zhu [14] created an experimental design to understand
different issues related to identity exposure, user’s actions,
and attitude related to privacy and identity concerns. Eldin
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Figure 1: Default privacy settings

[6] proposed a privacy architecture which allows a user to
automatically control the privacy exposure based on fuzzy
reasoning while the user can also define its own privacy pref-
erences. The results were compared for automatic privacy
control,manual handling and hybrid version of automatic and
manual methods. Garcia [8] focused on an integrative ap-
proach to privacy that takes into consideration legal, techno-
logical as well as user centric deigns aspects. Based on all
the above parameters Garcia et al come up with an integra-
tive solution to on-line privacy referred called User Centric
Privacy Framework (UPF). Cutillo [3] coined the idea of pre-
serving privacy in social networks through decentralization.
A combination of anonymity, Trust management and peer
to peer system is advocated to achieve the desired results.
They also reflect upon the three tier architecture of SNS hav-
ing social network, application and communication/transport
layers at its core. Saleh [12] has proposed a model for user’s
privacy preferences which incorporates user activity as key
to decide and take actions. The proposed approach follows
case based reasoning for relating the current activities with
the past activities thus forming an intuitive understanding for
making the desired privacy preferences.

3 Different types of Privacy Control
Mechanisms

There are mainly four different types of privacy settings.
They can be defined for-example by the service, individually
by the user, both by user and service or even dynamically by
the context factors such as recommendation, reputation and
particular user behavior.

1. Default privacy -The default privacy settings of SNS
can be defined as the settings which provide the users
with the pre-configured privacy settings. An example of
the default privacy settings has been presented through

Figure 2: Customized privacy settings

Figure 1. It shows pre-configured privacy settings of
Facebook where by default users’ posts including their
status updates, photos, family information, relationship
status, interests and likes etc are being shared with ev-
eryone on the network. On the contrary, it would have
been better or in welfare of the users if all the above
settings are only shared with their friends by default.
The default privacy settings have a convincing impres-
sion on the popularity of the SNS. Majority of the users
keep their default settings as it is hence it is impor-
tant to provide convincing default privacy settings that
can serve the masses or generic population of the users
[1]. Hence, for the actual success of any SNS it is very
important that their pre-configured privacy settings are
very strong in protecting their users’ privacy in the on-
line environment.

2. Customizable privacy - Another kind of privacy set-
tings termed as customizable privacy settings also ex-
ist. The customizable privacy settings also referred as
custom settings can be defined as the ones that allow
users to set or configure their privacy settings them-
selves according to their requirements. The privacy set-
tings of the SNS should provide freedom and flexibil-
ity to their users in making their privacy settings. This
facility provides complete control in the hands of the
users so it might lead to trust generation between the
users and the particular SNS that they are using. Fig-
ure 2 shows the example of Facebook which allows its
users to customize or personalize their privacy settings
when required by the users.

3. Privacy settings based on User Privacy Policies
(UPP)- UPP based privacy settings are implemented
on P3P platform (The Platform for Privacy Preferences
Project). They take into consideration not only the im-
portance of data that is being disclosed but also the user
with whom the data is being shared. It allows the users
to declare their privacy settings in the form of a contract
to the intended parties namely; other users, third parties
applications, websites etc and SNS’s service providers
[1]. The users are provided with the flexibility to build
their UPP which consists of specifying a single or mul-
tiple elements. Each element consists of the specifica-
tions about its owner, the receiver and the list of access
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rights. It also allows the users to customize the track-
ing options as well from no possibility of being tracked
to no restrictions at all. Though these settings seem to
be quite useful and flexible but they demands a lot of
time and effort from their users which might serve to
be one of the biggest hindrance in the adoption of this
approach of controlling privacy exposure.

4. Adaptive privacy -The adaptive privacy settings can be
defined as the one that can be extracted automatically
using techniques like machine learning. The main ob-
jective behind having such dynamic or contextual ap-
proach is that the previously discussed approaches to
privacy are rigid and could fail to be applicable as the
context of SNS is implicit, ever changing, and not a-
prior known to the service provider, requires the user
to manually label all interactions or authorize them in-
dividually becomes a usability nightmare [5]. Some
of the approaches to adaptive privacy settings are dis-
cussed below:

• Sub-graph based approach: Danezis [5] has
proposed a sub-graph based approach that could
be used to implement adaptive privacy settings by
extracting the context in a transparent and friendly
manner. The context can be defined as the set of
contacts of a user, that are closely related to each
other, in such a way, that one would expect infor-
mation about the user’s interactions with one of
them to become known to the others, independent
of the SNS [5].
In this approach a set of possible contexts are au-
tomatically extracted through the means of the
sub-graph around a particular user using greedy
algorithm. The main reason for using the sub-
graph based approach is to ensure a privacy
friendly and transparent context extraction. The
sub-graphs used in the technique are large groups
having moderate density consisting of number of
high density but small graphs. One of the ex-
tracted contexts can then be assigned to the inter-
actions automatically or with minimal user help.
Finally, based on the assigned context the default
visibility for that context can be assigned to the
interaction. The usefulness of this approach de-
pends solely on the accuracy of the extracted con-
texts and users tendency to accept them. But, us-
age of this scheme is not appropriate as the con-
cept of using extracted contexts can be visualized
as removing user’s autonomy.[7]. This is due to
the fact that extracted contexts reflect users’ pref-
erences which might lead to several privacy and
security threats and implications for them.

• Implicit rules based approach: Fang et al [7] has
proposed a generic privacy preference framework
based on the implicit set of rules gathered from the
users themselves and their visible profile data for
automatically configuring their privacy settings.
In order to automatically extract accurate privacy
settings, an active learning technique referred as
uncertainty sampling is being used. The generic

Figure 3: Implicit rule based adaptive privacy

architecture following uncertainty sampling and
working of the privacy preference framework has
been depicted through the Figure 3. The proposed
privacy preference predicting framework has high
accuracy rate, incorporates the concept of grace-
ful degradation, and is scalable. The basic wiz-
ard is also quite simple to use for typical (non-
Technical) users to use. But, the advanced tech-
nical users may complain that it does not allow
them to view or directly manipulate the resulting
privacy-preference model [5].

3.1 Problems and Challenges
The privacy policies and settings provided by various SNS
face several challenges and problems. Various challenges
faced by SNS are:

1. Usability- One of the main challenges faced by the pri-
vacy policies and settings is their usability. The pri-
vacy policies require the users to perform various pri-
vacy settings in order to control their privacy exposure
in the on-line environment. However, the privacy poli-
cies providing information about the available privacy
settings might be confusing and difficult for the users
to not only grasp them but also set them. This can be
substantiated by taking into consideration the case of
Facebook. Facebook offers privacy to its users through
the means of 50 settings that make up a total of 170
options 2. It offers its users to make privacy settings re-
lated to: their personal and contact information, friends,
tags, connections, applications and websites, searching
and third party advertisements. The infrastructure for
making the privacy settings is quite wide. The survey
conducted by Aimeur et al [1] reveals that it is not al-
ways clear to the user how to use privacy settings to

2New York Times, www.nytimes.com/interactive/2010/05/12/business/facebook-
privacy.html
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Figure 4: Increasing number of words in privacy policy

block unwanted people or prevent unauthorized ones
from accessing his profile.

2. Length of Privacy Policies- The other major problem
with the privacy policies is their length. The privacy
policies help the users in understanding and learning
what settings are being provided to the users by the
concerned SNS for controlling their privacy exposure.
But, the policies of the major SNS are quite long which
might affects user’s willingness to go through them. For
example the number of the words in the Facebook’s pri-
vacy policy has been growing ever since last five years
(c.f. Figure 4). The length of the privacy policies of the
major SNS has been shown in the Table1.

SNS Number of words
Facebook 5823

Twitter 1254
Orkut 1519

MySpace 2740
hi5 2222

Friendster 1982
LinkedIn 6278

Bebo 2797

Table 1: Comparison of Privacy policy word length

3. Lack of Awareness- Majority of the users join SNS
with the aim of being connected with their family and
friends while privacy policies and settings remain sec-
ondary things for them. Other problem with the pri-
vacy settings is that the users might not know how to
use them due to which the usage of privacy settings is
not able to bring the desired level of protection to the
users. Sometimes the privacy policies are revealed to
the users when they are registering for the service. In

Figure 5: Users have to share their information to use the
service

order to continue using the service they need to accept
certain terms and conditions. Figure 5 presents one such
scenario from Facebook where the user has to make a
trade-off between the information that the user has to
share in order to use the service. However, SNS are
making efforts in this direction by making their privacy
policy explicitly discuss how the various controls work
and how users could set them.

4. Lack of Visibility- Many SNS regularly update their
privacy policies and available settings but do not inform
their users explicitly that they have been updated. In
addition, most of these sites do not even inform their
users the consequences of making a particular privacy
control setting.

5. Designing Privacy Settings- Designing the privacy set-
tings is also a challenge in itself. This is particularly due
to the fact that the privacy settings being designed are
meant to be used by global user-base. The global user-
base consists of users having different backgrounds,
culture, skill set, etc which makes them different from
each other. Most of them have different expectations
from the privacy settings depending on their usage and
needs. It is quite a big task for the SNS to come up with
some privacy policies and settings that could satisfy all
their users.

3.2 Comparison of various privacy control
mechanisms

The differences between various mechanisms available for
preserving privacy in the on-line environment have been pre-
sented in Table 2 and Table 3. The differences between vari-
ous mechanisms have been discussed based on their charac-
teristic features. They have been detailed below:
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1. Usable- The feature of being usable is not applicable
(NA) to the default privacy settings as the user does
not need to set them at all. Whenever the users joins
any SNS then they are provided with the pre-configured
settings by default. However, in the case of customiz-
able privacy settings the usability depends on the ser-
vice that the users are using. The details related to this
have already been discussed in case of the privacy set-
tings of popular SNS Facebook. UPP is not usable as
the users have to specify the receiver’s names and the
access rights that they want to give to the others users
of SNS by themselves which requires a lot of time and
effort. Adaptive privacy settings such as sub-graph and
implicit rule based are usable in the sense that the mini-
mal or no user effort is required. Moreover, implicit rule
based settings follows the principle of graceful degrada-
tion which means that users can any time refuse giving
their input.

2. Required time and effort- There is no time and effort
required (NA) in the case of default privacy settings as
the users get them pre-configured by the particular SNS
that they wish to use. However, the time and effort
requirements are quite high in the case of customized
and UPP as the users themselves make their privacy set-
tings. But, again in the case of adaptive privacy settings
users’ effort is low as minimal or no user effort is re-
quired and they also have the option to opt out at any
time they want.

3. Effectiveness- The effectiveness in the case of de-
fault settings depends on the pre-configured settings
provided by default. For example: the default privacy
settings in the case of Facebook are not effective as
they lead to sharing of users’ posts, status updates and
photos etc to everyone on the network (c.f. Figure 1).
In the case of customized privacy settings effectiveness
depends on the skills and the background of the users.
Even in the case of sub-graph based approach, the ef-
fectiveness depends on how accurately the contexts are
extracted. But, UPP and implicit rule based approaches
are quite effective in terms of the privacy they provide.

4. User Control-The user has no control at all in the case
of default as they are getting these settings automati-
cally. In the case of UPP and customized privacy set-
tings users have complete control over their privacy.
But, in the case of adaptive privacy setting uses exer-
cise indirect control on their privacy settings.

Feature Default Custom UPP
Usable NA Depends No

Time-Effort NA High High
Effectiveness Depends Depends Yes
User Control No Control Depends Complete

Table 2: Comparison between Default, Custom and UPP

Feature Sub Graph Implicit Rule
Usable Yes Yes

Time-Effort Low Low
Effectiveness Depends Yes
User Control Indirect Indirect

Table 3: Comparison between Sub Graph and Implicit Rule

4 Design
Privacy policies and settings are one of the means to model
on-line privacy where default privacy settings make the
things easy for a layman while customizable privacy settings
and UPP based settings facilitates the users who can and
want to manage their privacy by themselves. On the other
hand, adaptive privacy settings automatically provides the
privacy settings to the users with their minimal effort. As the
privacy policies and settings are being designed and intended
to be used by the users of SNS so they should always be mod-
eled keeping them in mind. The privacy policies and settings
modeled from the user’s point of view together are responsi-
ble for generating the user-centric privacy model. There are
several goals of achieving user centric privacy control like;
transparent gathering of personal information and provision
of enough choices to the users so that anyone can protect
their privacy. On-line privacy modeling should be contextual
and dynamic so that they satisfy changing needs of the users.
The system should identify various aspects of the identity ex-
posure such as privacy concerns, identities and user exposure
behavior[14]. There are some guidelines for designing user
centric privacy model and some of them have been discussed
in following Section 4.1.

4.1 Guidelines for User centric privacy model
1. Enhance usability- The privacy policies and settings of

the SNS should allow their users to have complete con-
trol over the information they are sharing. SNS should
ensure that the infrastructure in terms of available op-
tions should not be too wide such that it becomes dif-
ficult for the users to follow them. In order to achieve
this objective, the SNS should ensure that they allow
their users to make most of their privacy settings with
minimum number of clicks.

2. Concise privacy policies- The length of privacy poli-
cies should also be neither too large nor too small. They
should neither be too small that they do not provide
users with the required information. On the other hand,
they should even not be so long that the users feel reluc-
tant to go through them. These policies are quite impor-
tant for the users to know as they inform the users about
the general privacy statement of any SNS. To the best of
our knowledge there has been no such studies that dis-
cusses about what should be the optimum length of the
privacy policies.

3. Upgrade awareness level- All the SNS should make
sure that they update their users in case of any changes
or update in their privacy policies and settings. One
of the ways of doing this could be making it appear
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Figure 6: User Centric Privacy Model

as a general note to their users when they sign in af-
ter the changes have been made. This timely updating
and intimation of the users will help in strengthening
the trust and overall relationship between the SNS and
their users.

4. Increase visibility- SNS should also make visible the
impact of the privacy settings to their users. This can be
done by making the users have a preview of the privacy
settings. One of the ways of doing could be prompting
the users with a dialog box asking them for permission
whenever some new privacy settings have been gener-
ated or needs to be done. This has been discussed later
in more details in Section 5.

5. Design acceptable privacy settings- The privacy set-
tings should be a combination of three privacy control
mechanisms -Default, Customizable and Adaptive. The
next Section 4.2 presents User Centric privacy policy
model.

4.2 User Centric Privacy Model
Based on all the studied approaches we suggest a user-centric
privacy preserving model that will automatically generate
the privacy settings for the user. The architecture for user-
centric privacy preserving model has been shown in Figure
6.

The proposed user centric framework has been discussed
below:

1. A (Feature Extraction)- will provide input based on the
visible data on the user profile.

2. C (User) - will provide input to the system by answering
questions put forward by the system.

3. D (Default/Customized Privacy settings) - will be fed
into the privacy preference framework. This is also rel-

evant as the user might already be using some privacy
settings may be default or customized.

4. B (Privacy Preference Model) - takes all the inputs from
A, C and D. Based on these inputs it proposes the auto-
mated privacy settings for the users.

5. E (Privacy Settings) - are the final generated privacy set-
tings based on the various inputs provided to the privacy
preference model.

Our model is the modification of the implicit rule based
approach [7]. The proposed modifications take into account
the privacy guidelines that have been discussed in Section
4.1. The applicability of the approach is decided by the users
when they start using SNS by making their account. When-
ever the user joins the SNS service the user is prompted with
the question asking them to choose between:

1. I am technical user and would like to make my own
privacy settings

2. I am technical user but would still like to take help of
the SNS to make privacy settings

3. I am a non-technical user and would like SNS to auto-
matically generate privacy settings for me

4. I am a non-technical user and would like to make my
own privacy setting.

Based on the user’s answer, SNS will then ask users to
answer few more questions like I would like to share my
pictures followed by the list of all the added contacts pre-
selected by default. The users could de-select the ones with
whom they do not want to share. Just like the implicit rule
based approach, the framework also adopts the approach of
graceful degradation which means it takes into considera-
tion the fact that users can any stop answering the questions.
However, the accuracy of the approach would be enhanced if
the users answer all the questions at any time they wish. But,
when the users stop responding to the questions then at that
point the privacy preference model will take the input from
the data or information visible to the users.

The modified user centered privacy framework suggests
taking into account default and customized privacy settings
for generating the final settings for the users in addition to the
other two inputs. The proposed guidelines suggest that the
default privacy policy should be stringent enough to protect
users from unwanted privacy exposure.

The overall working of the user centric privacy model
has been depicted through the flowchart in Figure 7. The
flowchart shows that whenever the users joins the network
then they are prompted with the question asking them for
the permissions regarding privacy settings. Depending on
the user’s choice regarding making privacy settings the user
centric privacy framework comes into action. If the users
opts for option (a) and (d) then the framework performs no
action whereas for options (b) and (c) it gets activated. Af-
ter the framework has started it asks the users for their input
in the form of answers to the asked questions. Once they
stop feeding the input then its takes the input using the fea-
ture extraction functionality from their profile data. Apart
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Figure 7: Flowchart showing the working of User Centric
Privacy Model

from this it will also take input from the default privacy set-
tings and customized privacy settings. The customized pri-
vacy settings can be termed as the privacy settings that has
been done by the users themselves or the privacy settings
that have been automatically generated by the User Centric
Privacy Model at stage 5 as shown in the figure 6. We call
the resulting settings of the User Centric Privacy Model as
the customized because they are generated by taking user’s
input. After taking all the input, the framework generated
some privacy settings depending on the current situation and
prompts the user interface in the form of a dialog box (Fig-
ure 8) showing generated privacy settings to the users. They
have the option of rejecting or accepting all the generates
certain required privacy settings. Again, the further action
is performed based on the user’s input of accepting or re-
jecting the suggested settings. Regardless of what the user
input is the user centric privacy model will start functioning
again for generating the new privacy settings depending on
the upcoming situations.

The framework takes the factor of scalability into its con-
sideration as well. Whenever new contacts are added to ex-
isting contact list, privacy settings taking them into consid-
eration will be generated. It will dynamically generates the
settings after a span of few days. It will take into account the
changed visible profile data and newly added contacts etc. It
is difficult to quote the number of days after which privacy
policies will be dynamically generated because the purposed
model is not tested on a real set of data. It requires detailed

Figure 8: Dialog box for generated privacy settings

user studies and implementation of the prototype to compare
different results. The system could also get feedback from
the user whenever a new contact is added by asking the users
some optional questions about giving access to their personal
information while accepting or sending friend requests.

5 Discussion
Privacy is an important visible challenge in SNS. The social
networking platforms are becoming popular as the user base
is growing exponentially but privacy policies and settings are
increasingly becoming difficult and complex to configure for
an average user. Since privacy settings are the actual means
for the users for controlling and managing their privacy in the
on-line environment, so they should be always be designed
and modeled keeping users in mind. The current situation
as depicted in the paper through various examples of several
popular SNS shows that present privacy policies and settings
are failing in achieving the desired targets. As this poses seri-
ous threats to the privacy of the users hence, new approaches
to modeling on-line privacy are being researched.

The paper discusses about the user-centric privacy model
along with some design guidelines that could be used when
modeling on-line privacy from user’s point of view. The
user-centric privacy model discussed in the paper has been
inspired from the existing approach discussed in [7]. It takes
into consideration the design guidelines for the modeling the
user-centric privacy in the on-line environment. It is usable
in the sense that it follows the concept of graceful degrada-
tion allowing the users to opt out at any time they want while
providing input to the system. It is combination of differ-
ent privacy settings i.e. default, customizable and adaptive.
The user-centric privacy model also follows the guideline of
increased awareness and visibility. Most of the time users
are not aware what will happen if they make some changes.
Hence, we purpose a dialog box to be prompted once the
system generates some privacy settings for the users. The di-
alog box has been discussed later in detail. The users are also
provided with the option of changing some of the settings if
they want. If the users does not select all the options then
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the system will again timely prompt the users with the new
and unselected privacy settings until users cancel them. The
framework also has an option for the users to make a choice
if they never want to visualize the changed settings. If the
user denies then the framework would automatically make
the changes without bothering them again and again.

The user-centric privacy model can be further modified
by taking into consideration reputation and recommendation
factors. The framework has been proposed based on the ex-
plored literature. This is just a prototype and requires imple-
mentation and post testing to establish concrete results. User
testing on some users can provide a brief view as how user
reacts to this and what more needs to be done.
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